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Dynamic Research and Testing Laboratories, LLC 

Navigating the Electrical Test Requirements When Procuring from Non-OCMs 



  AS5553 Fraudulent/Counterfeit Electronic Parts; Avoidance, 
Detection, Mitigation, and Disposition 

 
 AS6081  Fraudulent/Counterfeit Electronic Parts; Avoidance, 
Detection, Mitigation, and Disposition – Distributors 

 
AS6171 (Not Released) Test Methods Standard; General 
Requirements, Suspect/Counterfeit Electrical, Electronic, and 
Electromechanical Parts 

 
CCAP-101 Counterfeit Components Avoidance Program 
Certification  

 
TB-0003 Counterfeit Parts & Materials Risk Mitigation 

 
 GIFAS 5052 208 Guide for managing electronic component 
sourcing through non-franchised distributors.  Preventing fraud 
and counterfeiting. 

 

Current Specifications 

Electrical Test  



• AS5553 Fraudulent & Counterfeit Electronic Parts 
• Avoidance, Detection, Mitigation, and Disposition 

Electrical Test  



• AS6081  Fraudulent & Counterfeit Electronic Parts 
• Avoidance, Detection, Mitigation, and Disposition - Distributors 

Electrical Test  



AS6171 (Not Released) Test Methods Standard; General Requirements, Suspect/Counterfeit Electrical, 
Electronic, and Electromechanical Parts 

Electrical Test  

 AS6171 provides further detail to the electrical test requirements 
 3.4.1.6 Electrical –AS6171Test Method VI 
 Such electrical testing shall be performed using appropriate requirements as 

specified in related SMDs, MIL-PRFs, manufacturer datasheets or customer 
supplied requirement documents. 

 Sampling plan calls for 116devices/c=0 tested with no failures allowed. This 
gives a 90 percent confidence that the percentage failures is at most 2%. 

 The type and extent of electrical testing is so complex to try to screen-out 
counterfeit parts that it is the responsibility of the User Engineer to make the 
determination of the specific test requirements that shall be documented in a 
Test Requirements document that shall become part of a Statement of Work 
(SOW). 

 The minimum level of electrical testing for the Low Risk Level is defined as the 
DC Test for Active Devices and Value Measurement for Passive Devices. At the 
minimum level the tests shall be performed at ambient temperature 

 Detailed guidance provided in AS6171 TEST METHOD VI  



AS6171 (Not Released) Test Methods Standard; General Requirements, Suspect/Counterfeit Electrical, 
Electronic, and Electromechanical Parts 

Electrical Test  



CCAP-101 COUNTERFEIT COMPONENTS AVOIDANCE PROGRAM, CERTIFICATION 

Electrical Test  
 CCAP-101 provides further detail to the electrical test requirements 

 4.9  Electrical testing, required for Level A verification (diodes, transistors 
and integrated circuits) 

 4.9.1  Electrical test samples for semiconductors 
 4.9.2  Parametric (pin to pin vs DC/AC measurments) 
 4.9.3  Functional testing  
 4.9.4  Integrated circuits 
 4.9.5  Discrete semiconductors  
 4.9.6  Passive components  
 4.9.7  Electrical Test Data recording  



TB-0003 Counterfeit Parts & Materials Risk Mitigation 

Electrical Test  



GIFAS 5052 208 Guide for managing electronic component sourcing through non-franchised 
distributors.  Preventing fraud and counterfeiting 

Electrical Test  



Electrical Test  
When did “Requirement Specifications” 
become “Guidance Documents” leaving 
interpretation to the operator, tester, or 
user ( e.g., Technician, Component 
Engineer, Program Manager, etc.) ? 



Electrical Test  
 Basic building block devices may be more attractive for counterfeiting 

 
 Examples : Op-amps, comparators, low level logic, ADCs, DACs, 

MOSFETs, Diodes, Capacitors, Resistors… 
 

 Pros for the counterfeiter 
 Larger selection of pin for pin capable devices to substitute 
 Typical designs may have large margins allowing of passage 

of system level checks 
 

 Cons for the counterfeiter 
 Typically lower cost devices 
 May need large volume for same price point 

 
 Complex devices (FPGAs, CPU, SIC…) 

 Xilinx, Motorola, and Intel ? 
 Have system security features  in the chip (e.g., embedded at 

the die level) to difficult to repeat or defeat? 
 Most likely will not pass the board assembly system level 

electrical verification/functional testing? 
 



Going Beyond Simple Pin to Pin Testing 
• Obtain Current  vs Voltage (IV) curve for golden device 

• Software defines  passing limits around the golden device curve 

• Software builds  a mask around the golden device curve 

• Suspect devices IV curves obtained 

• Suspect devices tested in comparison to the golden device 

• Suspect devices tested even with slight damage can be 
detected. 



Full Functional Testing 
• Key Parameters may need to be tested 

in order to validate the functionality of 
the device under test. 

• Devices having the same basic function 
may not have the same over all 
performance. 

• Degraded performance can reduce over 
all design margins and system 
performance. 

Integral Non-Linearity +0.330 LSB  

Integral Non-Linearity +2.174 LSB  



Full Functional Testing 



Electrical Test 



Electrical Test 



Electrical Test 

Input Offset, Vos  25mV max 
Output Current 250mA 
Supply Current, Icc 1 mA 

Input Offset, Vos  13uV max 
Output Current 25mA 
Supply Current, Icc 180 uA 



Summary of Electrical Test Issues 
 Current risk mitigation standards are open to interpretation which breeds 

inconsistency across test facilities in actual test performed and costs. 
 Paramount to understand end use (Avionics, Missile, Industrial, Medical)  
 Completely define test requirements (DCs, Acs Functional, Over Temp). 
 Best case is to have the user define important parameters to tested based 

on the functionality of the device or based on the requirements of the 
design 

 The user may not have access to design information, however the test 
facility sould provide different  options or levels based on the functionality 
of the device. 

 Suggest read and record data be required for all parameters (data can be 
reviewed not just failing parameters). Industry Database? 

 Recommendations? 



ISO 17025 Skill Set Model 



DRTL and IEC Electronics   



DRTL Capabilities 
Dynamic Research and Testing Laboratories (DRTL) 

 
 Component  Risk Mitigation 
 
 Destructive Physical Analysis 
 
 Failure Analysis 

 
 Parts Screening 

 
 Product Qualifications 
 
 Material Qualifications 
 
 Consulting Services 

 
 ISO 17025 Certified 

 
 
Our staff offers highly respected technical expertise, personable service, and 
quick response. 



Can You Afford Not To have A Risk Mitigation Strategy ? 

Thank you ! 
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